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Executive Summary
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* The detailed sections following the Executive Summary contain specifics.
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Project Description

This section provides an overview of the Fortify scan engines used for this project, as well as the project
meta-information.

SCA

Date of Last Analysis: 20240 120170 0 0 12:58 Engine Version: 24.2.1.0004

Host Name: [ISIFTFYSRV04 Certification: VALID

Number of Files: 128 Lines of Code: 26,457
Rulepack Name Rulepack Version
Fortify 0 00O 00O OO OO Cloud 2024.2.1.0003
Fortify 00O 0O O OO O OO Universal 2024.2.1.0003
Fortify 0 0 0O OO 0O OO OO Cloud 2024.2.1.0003
Fortify 0 0 0O 0O 0O OO OO JavaScript 2024.2.1.0003
Fortify 0 0 0 O OO OO O O Universal 2024.2.1.0003
Fortify 00D ODOOOOODOODO 2024.2.1.0003
Fortify 00 DODOOODOODOODO 2024.2.1.0003
Fortify 0 0O 0O 0O 0O0ODO O O JavaScript 2024.2.1.0003



Issue Breakdown

The following table summarizes the number of issues identified across the different OWASP Top 10 2021
categories and broken down by Fortify Priority Order.

Fortify Priority Total |Effort
Issues ((hrs)

Medium Low

A01 Broken Access Control

AO02 Cryptographic Failures

AO03 Injection

A04 Insecure Design

AO05 Security Misconfiguration

A06 Vulnerable and Outdated Components
AO07 Identification and Authentication Failures
A08 Software and Data Integrity Failures

A09 Security Logging and Monitoring Failures
A10 Server-Side Request Forgery

NOTE:

1. Reported issues in the above table may violate more than one OWASP Top 10 2021 category. As such, the same issue may
appear in more than one row. The total number of unique vulnerabilities are reported in the Executive Summary table.

2. For the same reason, the Project-level remediation effort total shown in the Executive Summary removes the effect of any
duplication and may be smaller than the sum of the remediation effort per individual category.

3. Similarly, the remediation effort per external category is not intended to equal the sum of the remediation effort from the issue
details section since individual files may contain issues in multiple Fortify priorities or audit folders.
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Issue Details

Below is an enumeration of all issues found in the project. The issues are organized by OWASP Top 10
2021, Fortify Priority Order, and vulnerability category. The issues are then further broken down by the
package, namespace, or location in which they occur. Issues reported at the same line number with the
same category originate from different taint sources.

A01 Broken Access Control

OWASP Top 10O OO DO OOODODOOA01:2021 (OWASP Top 10 Application Security Risks,
A01:2021) 0000000000 0ODO0OO0ODOO0ODOO0OOODO0ODOOO0ODOODOO0ODOO0OOO0n
O00D00000Do0oo00ooooDooooooooooooooooooonog

Cross-Site Request Forgery

Package: src.app.admin.components

Location Analysis Info Analyzer
src/app/admin/components/ass Sink: AssignmentStatement SCA
et-images-tab.tsx:138 Enclosing Method: handleUpload ()

Source:

Package: src.app.components

Location Analysis Info Analyzer
src/lapp/components/report-as Sink: AssignmentStatement SCA
set-form.tsx:134 Enclosing Method: onSubmit ()

Source:
src/app/components/request-a  Sink: AssignmentStatement SCA
sset-form.tsx:101 Enclosing Method: onSubmit ()

Source:

Package: src.app.login.components

Location Analysis Info Analyzer
src/appl/login/components/log Sink: AssignmentStatement SCA
in.tsx:35 Enclosing Method: handleLogin ()

Source:

Package: src.lib

Location Analysis Info Analyzer

src/lib/fetch.ts:6 Sink: AssignmentStatement SCA
Enclosing Method: GET ()
Source:

src/lib/fetch.ts:11 Sink: AssignmentStatement SCA
Enclosing Method: POST ()
Source:
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A02 Cryptographic Failures
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AO05 Security Misconfiguration

OWASP Top10 0 OO O DO OO OO A05:2021 (OWASP Top 10 Application Security Risks,
A05:2021)D 000000 0D0OODOOO0OODO0ODO -O000b0OO0ODOOOODbbOODbDOObOO
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O0O00000o0obOo(@boostrutsd Springd ASP.NET) DO D OODOODODODOOODOODODOOO
oobOo0o-o0ooo0obooboobobo0oboooobooobooboobDbO -obbooboooo
ooo

Password Management: Password in Comment _

Package: src.app.login.components

Location Analysis Info Analyzer
src/appl/login/components/log Sink: Comment SCA
in.tsx:105 Enclosing Method: ()

Source:

System Information Leak: Internal _

Package: src.app.admin.components

Location Analysis Info Analyzer
src/app/admin/components/das Sink: ~JS Generic.log () SCA
hboard.tsx:18 Enclosing Method: Dashboard ()

Source: Read process.env from Dashboard() In src
/app/admin/components/dashboard.tsx:18

A06 Vulnerable and Outdated Components
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No Issues

AO07 Identification and Authentication Failures
No Issues

A08 Software and Data Integrity Failures
A09 Security Logging and Monitoring Failures
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Description of Key Terminology

Likelihood and Impact

Likelihood
Likelihood is the probability that a vulnerability will be accurately identified and successfully exploited.

Impact

Impact is the potential damage an attacker could do to assets by successfully exploiting a vulnerability. This
damage can be in the form of, but not limited to, financial loss, compliance violation, loss of brand reputation,
and negative publicity.

Fortify Priority Order

Critical

Critical-priority issues have high impact and high likelihood. Critical-priority issues are easy to detect and
exploit and result in large asset damage. These issues represent the highest security risk to the application.
As such, they should be remediated immediately.

SQL Injection is an example of a critical issue.

High

High-priority issues have high impact and low likelihood. High-priority issues are often difficult to detect and
exploit, but can result in large asset damage. These issues represent a high security risk to the application.
High-priority issues should be remediated in the next scheduled patch release.

Password Management: Hardcoded Password is an example of a high issue.

Medium

Medium-priority issues have low impact and high likelihood. Medium-priority issues are easy to detect and
exploit, but typically result in small asset damage. These issues represent a moderate security risk to the
application. Medium-priority issues should be remediated in the next scheduled product update.

Path Manipulation is an example of a medium issue.

Low

Low-priority issues have low impact and low likelihood. Low-priority issues can be difficult to detect and
exploit and typically result in small asset damage. These issues represent a minor security risk to the
application. Low-priority issues should be remediated as time allows.

Dead Code is an example of a low issue.

Remediation Effort

The report provides remediation effort estimates. You can use these estimates to perform a relative
comparison of projects and as a starting point for estimates specific to your organization. Remediation effort
estimates are provided in the following report sections:

*  Executive Summary
. Issue Breakdown
. Issue Details

To determine remediation effort for a collection of issues, Software Security Center weights each issue based
on its category (“‘remediation constant”) and adds an overhead calculation based on the number of distinct



files which contain the set of issues. The formula used at each report level is the same:
* Remediation Effort (in mins) = SUM(remediation constant for each issue in the set) + 6 * Number of
distinct files in that set of issues.

At the lowest level of detall, issues are grouped based on Fortify category and Fortify priority OR Fortify
category and folder name, depending on report options. So, for example, the Issue Details section of the
report might show the remediation effort for “SQL Injection, Critical” or “SQL Injection, MyFolder”.

At the Issue Breakdown level, remediation effort is shown at the level of each external (non-Fortify) category
(such as “AC-3 Access Enforcement” in the case of NIST, or “A1 Unvalidated Input” in the case of OWASP
Top10). Remediation effort is calculated for the set of all issues that fall into that external category
(irrespective of Fortify priority or folder name). As an example, if there are two SQL injection vulnerabilities,
one critical and one medium, within the same file, the file overhead is only included once.

At the Executive Summary level, all issues of that project which are mapped to the specified external
category list (such as NIST or CWE) are used in the remediation effort calculation.

Fortify recommends that you treat the different levels of remediation effort as information relevant at that level
only. You cannot add up remediation effort at a lower level and expect it to match the remediation effort at a
higher level.



About Fortify Solutions

Fortify is the leader in end-to-end application security solutions with the flexibility of testing on-premise and on-demand
to cover the entire software development lifecycle. Learn more at www.microfocus.com/solutions/application-security.
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