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Executive Summary

The OWASP Top 10 2021 provides a powerful awareness document for web application security focused on
informing the community about the consequences of the most common and most important web application
security weaknesses. The OWASP Top 10 represents a broad agreement about what the most critical web
application security flaws are with consensus drawn from data collection and survey results. Project
members include a variety of security experts from around the world who have shared their expertise to
produce this list.

Project Name: 2303033-tainanthon202¢ Issues by Priority
activitas-backend-
main-20241223

Project Version:
SCA: Results Present Impact
Weblnspect: Results Not Present 6 0
Weblnspect Agent: Results Not Present Low Medium
Other: Results Not Present
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* The detailed sections following the Executive Summary contain specifics.
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Project Description

This section provides an overview of the Fortify scan engines used for this project, as well as the project
meta-information.

SCA

Date of Last Analysis: 20240 12001230 [ 1:38 Engine Version: 24.4.0.0114

Host Name: [ISIFTFYSRV04 Certification: VALID

Number of Files: 25 Lines of Code: 6,803
Rulepack Name Rulepack Version
Fortify Secure Coding Rules, Community, Cloud 2024.4.0.0009
Fortify Secure Coding Rules, Community, Universal 2024.4.0.0009
Fortify Secure Coding Rules, Core, Cloud 2024.4.0.0009
Fortify Secure Coding Rules, Core, Python 2024.4.0.0009
Fortify Secure Coding Rules, Core, SQL 2024.4.0.0009
Fortify Secure Coding Rules, Core, Universal 2024.4.0.0009
Fortify Secure Coding Rules, Extended, Configuration 2024.4.0.0009
Fortify Secure Coding Rules, Extended, Content 2024.4.0.0009
Fortify Secure Coding Rules, Extended, SQL 2024.4.0.0009



Issue Breakdown

The following table summarizes the number of issues identified across the different OWASP Top 10 2021
categories and broken down by Fortify Priority Order.

Fortify Priority Total |Effort
Issues ((hrs)

Medium Low

A01 Broken Access Control

AO02 Cryptographic Failures

AO03 Injection

A04 Insecure Design

AO05 Security Misconfiguration

A06 Vulnerable and Outdated Components
AO07 Identification and Authentication Failures
A08 Software and Data Integrity Failures

A09 Security Logging and Monitoring Failures
A10 Server-Side Request Forgery

NOTE:

1. Reported issues in the above table may violate more than one OWASP Top 10 2021 category. As such, the same issue may
appear in more than one row. The total number of unique vulnerabilities are reported in the Executive Summary table.

2. For the same reason, the Project-level remediation effort total shown in the Executive Summary removes the effect of any
duplication and may be smaller than the sum of the remediation effort per individual category.

3. Similarly, the remediation effort per external category is not intended to equal the sum of the remediation effort from the issue
details section since individual files may contain issues in multiple Fortify priorities or audit folders.
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Issue Details

Below is an enumeration of all issues found in the project. The issues are organized by OWASP Top 10
2021, Fortify Priority Order, and vulnerability category. The issues are then further broken down by the
package, namespace, or location in which they occur. Issues reported at the same line number with the
same category originate from different taint sources.

A01 Broken Access Control

OWASP Top 10 Web Application Security Risks, A01:2021 states: "Access control enforces policy such
that users cannot act outside of their intended permissions. Failures typically lead to unauthorized
information disclosure, modification, or destruction of all data or performing a business function outside
the user's limits."

A02 Cryptographic Failures

OWASP Top 10 Web Application Security Risks, A02:2021 states: "The first thing is to determine the
protection needs of data in transit and at rest. For example, passwords, credit card numbers, health
records, personal information, and business secrets require extra protection, mainly if that data falls
under privacy laws, e.g., EU's General Data Protection Regulation (GDPR), or regulations, e.g.,
financial data protection such as PCI Data Security Standard (PCI DSS)."

A03 Injection

OWASP Top 10 Web Application Security Risks, A03:2021 states: "An application is vulnerable to
attack when: - User-supplied data is not validated, filtered, or sanitized by the application. - Dynamic
queries or non-parameterized calls without context-aware escaping are used directly in the interpreter. -
Hostile data is used within object-relational mapping (ORM) search parameters to extract additional,
sensitive records. - Hostile data is directly used or concatenated. The SQL or command contains the
structure and malicious data in dynamic queries, commands, or stored procedures. Some of the more
common injections are SQL, NoSQL, OS command, Object Relational Mapping (ORM), LDAP, and
Expression Language (EL) or Object Graph Navigation Library (OGNL) injection."

A04 Insecure Design

OWASP Top 10 Web Application Security Risks, A04:2021 states: "Insecure design is a broad category
representing different weaknesses, expressed as "missing or ineffective control design." Insecure
design is not the source for all other Top 10 risk categories. There is a difference between insecure
design and insecure implementation."



AO05 Security Misconfiguration

OWASP Top 10 Web Application Security Risks, A05:2021 states: "The application might be vulnerable
if the application is: - Missing appropriate security hardening across any part of the application stack or
improperly configured permissions on cloud services. - Unnecessary features are enabled or installed
(e.g., unnecessary ports, services, pages, accounts, or privileges). - Default accounts and their
passwords are still enabled and unchanged. - Error handling reveals stack traces or other overly
informative error messages to users. - For upgraded systems, the latest security features are disabled
or not configured securely. - The security settings in the application servers, application frameworks
(e.g., Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values. - The server
does not send security headers or directives, or they are not set to secure values. - The software is out
of date or vulnerable."

Password Management: Password in Comment

Package: admin_scripts

Location Analysis Info Analyzer
admin_scripts/update_metadat Sink: Comment SCA
a.py:71 Enclosing Method: ()

Source:

System Information Leak: Internal

Package: admin_scripts.update_metadata

Location Analysis Info Analyzer
admin_scripts/update_metadat Sink: print () SCA
a.py:58 Enclosing Method: update user metadata ()

Source: python get last exception() from admin

scripts.update metadata.update user metadata() In

admin scripts/update metadata.py:57

Package: routers.assets

Location Analysis Info Analyzer
server/routers/assets.py:255 Sink: print () SCA
Enclosing Method: upload asset image()
Source:  python get last exception() from router
s.assets.upload asset image() In server/routers/

assets.py:254

Package: routers.auth

Location Analysis Info Analyzer
server/routers/auth.py:47 Sink: print () SCA
Enclosing Method: signup ()
Source: python get last exception() from router
s.auth.signup() In server/routers/auth.py:46
server/routers/auth.py:74 Sink: print () SCA
Enclosing Method: login ()
Source: python get last exception() from router

s.auth.login() In server/routers/auth.py:73

~

202401120 230 00O 1:41
© Copyright 2008-2024 Open Text.



AO05 Security Misconfiguration

OWASP Top 10 Web Application Security Risks, A05:2021 states: "The application might be vulnerable
if the application is: - Missing appropriate security hardening across any part of the application stack or
improperly configured permissions on cloud services. - Unnecessary features are enabled or installed
(e.g., unnecessary ports, services, pages, accounts, or privileges). - Default accounts and their
passwords are still enabled and unchanged. - Error handling reveals stack traces or other overly
informative error messages to users. - For upgraded systems, the latest security features are disabled
or not configured securely. - The security settings in the application servers, application frameworks
(e.g., Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values. - The server
does not send security headers or directives, or they are not set to secure values. - The software is out
of date or vulnerable."

System Information Leak: Internal Low

Package: routers.proposals

Location Analysis Info Analyzer
server/routers/proposals.py: Sink: print() SCA
144 Enclosing Method: create asset proposal ()

Source: python get last exception() from router
s.proposals.create asset proposal() In server/ro
uters/proposals.py:143

A06 Vulnerable and Outdated Components

OWASP Top 10 Web Application Security Risks, A06:2021 states: "You are likely vulnerable: - If you do
not know the versions of all components you use (both client-side and server-side). This includes
components you directly use as well as nested dependencies. - If the software is vulnerable,
unsupported, or out of date. This includes the OS, web/application server, database management
system (DBMS), applications, APls and all components, runtime environments, and libraries. - If you do
not scan for vulnerabilities regularly and subscribe to security bulletins related to the components you
use. - If you do not fix or upgrade the underlying platform, frameworks, and dependencies in a risk-
based, timely fashion. This commonly happens in environments when patching is a monthly or quarterly
task under change control, leaving organizations open to days or months of unnecessary exposure to
fixed vulnerabilities. - If software developers do not test the compatibility of updated, upgraded, or
patched libraries. - If you do not secure the components' configurations."

No Issues
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AO07 Identification and Authentication Failures

OWASP Top 10 Web Application Security Risks, A07:2021 states: "Confirmation of the user's identity,
authentication, and session management is critical to protect against authentication-related attacks.
There may be authentication weaknesses if the application: - Permits automated attacks such as
credential stuffing, where the attacker has a list of valid usernames and passwords. - Permits brute
force or other automated attacks. - Permits default, weak, or well-known passwords, such as
"Password1" or "admin/admin”. - Uses weak or ineffective credential recovery and forgot-password
processes, such as "knowledge-based answers," which cannot be made safe. - Uses plain text,
encrypted, or weakly hashed passwords data stores. - Has missing or ineffective multi-factor
authentication. - Exposes session identifier in the URL. - Reuse session identifier after successful login.
- Does not correctly invalidate Session IDs. User sessions or authentication tokens (mainly single sign-
on (SSO) tokens) aren't properly invalidated during logout or a period of inactivity."

A08 Software and Data Integrity Failures

OWASP Top 10 Web Application Security Risks, A08:2021 states: "Software and data integrity failures
relate to code and infrastructure that does not protect against integrity violations. An example of this is
where an application relies upon plugins, libraries, or modules from untrusted sources, repositories, and
content delivery networks (CDNSs). An insecure CI/CD pipeline can introduce the potential for
unauthorized access, malicious code, or system compromise. Lastly, many applications now include
auto-update functionality, where updates are downloaded without sufficient integrity verification and
applied to the previously trusted application. Attackers could potentially upload their own updates to be
distributed and run on all installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to insecure deserialization."

A09 Security Logging and Monitoring Failures

OWASP Top 10 Web Application Security Risks, A09:2021 states: "Help detect, escalate, and respond
to active breaches. Without logging and monitoring, breaches cannot be detected. Insufficient logging,
detection, monitoring, and active response occurs any time: - Auditable events, such as logins, failed
logins, and high-value transactions, are not logged. - Warnings and errors generate no, inadequate, or
unclear log messages. - Logs of applications and APIs are not monitored for suspicious activity. - Logs
are only stored locally. - Appropriate alerting thresholds and response escalation processes are not in
place or effective. - Penetration testing and scans by dynamic application security testing (DAST) tools
do not trigger alerts. - The application cannot detect, escalate, or alert for active attacks in real-time or
near real-time. You are vulnerable to information leakage by making logging and alerting events visible
to a user or an attacker. "



A10 Server-Side Request Forgery
OWASP Top 10 Web Application Security Risks, A10:2021 states: "SSRF flaws occur whenever a web
application is fetching a remote resource without validating the user-supplied URL. It allows an attacker

to coerce the application to send a crafted request to an unexpected destination, even when protected
by a firewall, VPN, or another type of network access control list (ACL)."

No Issues
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Description of Key Terminology

Likelihood and Impact

Likelihood
Likelihood is the probability that a vulnerability will be accurately identified and successfully exploited.

Impact

Impact is the potential damage an attacker could do to assets by successfully exploiting a vulnerability. This
damage can be in the form of, but not limited to, financial loss, compliance violation, loss of brand reputation,
and negative publicity.

Fortify Priority Order

Critical

Critical-priority issues have high impact and high likelihood. Critical-priority issues are easy to detect and
exploit and result in large asset damage. These issues represent the highest security risk to the application.
As such, they should be remediated immediately.

SQL Injection is an example of a critical issue.

High

High-priority issues have high impact and low likelihood. High-priority issues are often difficult to detect and
exploit, but can result in large asset damage. These issues represent a high security risk to the application.
High-priority issues should be remediated in the next scheduled patch release.

Password Management: Hardcoded Password is an example of a high issue.

Medium

Medium-priority issues have low impact and high likelihood. Medium-priority issues are easy to detect and
exploit, but typically result in small asset damage. These issues represent a moderate security risk to the
application. Medium-priority issues should be remediated in the next scheduled product update.

Path Manipulation is an example of a medium issue.

Low

Low-priority issues have low impact and low likelihood. Low-priority issues can be difficult to detect and
exploit and typically result in small asset damage. These issues represent a minor security risk to the
application. Low-priority issues should be remediated as time allows.

Dead Code is an example of a low issue.

Remediation Effort

The report provides remediation effort estimates. You can use these estimates to perform a relative
comparison of projects and as a starting point for estimates specific to your organization. Remediation effort
estimates are provided in the following report sections:

*  Executive Summary
. Issue Breakdown
. Issue Details

To determine remediation effort for a collection of issues, Software Security Center weights each issue based
on its category (“‘remediation constant”) and adds an overhead calculation based on the number of distinct



files which contain the set of issues. The formula used at each report level is the same:
* Remediation Effort (in mins) = SUM(remediation constant for each issue in the set) + 6 * Number of
distinct files in that set of issues.

At the lowest level of detall, issues are grouped based on Fortify category and Fortify priority OR Fortify
category and folder name, depending on report options. So, for example, the Issue Details section of the
report might show the remediation effort for “SQL Injection, Critical” or “SQL Injection, MyFolder”.

At the Issue Breakdown level, remediation effort is shown at the level of each external (non-Fortify) category
(such as “AC-3 Access Enforcement” in the case of NIST, or “A1 Unvalidated Input” in the case of OWASP
Top10). Remediation effort is calculated for the set of all issues that fall into that external category
(irrespective of Fortify priority or folder name). As an example, if there are two SQL injection vulnerabilities,
one critical and one medium, within the same file, the file overhead is only included once.

At the Executive Summary level, all issues of that project which are mapped to the specified external
category list (such as NIST or CWE) are used in the remediation effort calculation.

Fortify recommends that you treat the different levels of remediation effort as information relevant at that level
only. You cannot add up remediation effort at a lower level and expect it to match the remediation effort at a
higher level.



About Fortify Solutions

Fortify is the leader in end-to-end application security solutions with the flexibility of testing on-premise and on-demand
to cover the entire software development lifecycle. Learn more at www.microfocus.com/solutions/application-security.
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